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Structure and content

Cyberpsychology
* Introduction
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 Break

Cybersecurity
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Cyberpsychology

Field in Applied Psychology, focused on

the study of the mind within the context of
human-computer interaction.




Four streams of cyberpsychology

2. How human behavior is influenced by

technology
1. How people interact with others by

utilizing technology

4. How can technologies be developed to

best suit human needs and desires
3. How human psychological states are

affected by different technologies

Kirwan, 2016, p. 4-5



1. How people interact with others by utilizing technology

Produces
big data

e om %
O 6

oriented than Finnish, because much of the text is
machine translated apparently. | have no idea about
the quality of Russian text - maybe someone could
take a look at it? Just to estimate if its poor job overall

But I'll write more on the report. | was gonna ask for
the deadline to be tomorrow, but I'll get it done today

=

N m e 227PM
Sounds great, thanks Juhani o,

I'll switch the deadline

Oct 27th, B

_ Juhani Merilehto 8:47 PM
& H . n | I | n u

longer than | expected & | inserted the report in the
same task-file. | know the task was for a 1-2 page
report, but | felt that doing some more extensive
groundwork on it could be beneficial. It's more of a
qualitative than quantitative, although | did my best to
insert direct examples to posts and create a table of
other related channels etc.

_ Juhani Merilehto 8:52 PM
# Give comments and | can expand or clarify where

necessary. Reviewing the content on their homepage
requires a bit of cross-checking (mis/disinformation)
so | didn't emphasize that much. Also, If needed |
could try to make a simple visualization about
different group-relations, while ofc it seems that they
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Do not disturb

© Be right back

© Appear away

Appear offline

Duration

‘D Reset status



++redacted++


Produces

big data

A2CNBC Q

TECH

How Walmart, Delta, Chevron and
Starbucks are using Al to monitor
employee messages

PUBLISHED FRI, FEB 9 2024.2:56 PM EST UPDATED 10 MIN AGO

e Hayden Field WATCH LIVE

@HAYDENFIELD

KEY POINTS

Aware, an Al firm specializing in analyzing
employee messages, said companies including
Walmart, Delta, T-Mobile, Chevron and Starbucks
are using its technology.

Aware said its data repository contains messages
that represent about 20 billion individual
interactions across more than 3 million
employees.

“A lot of this becomes thought crime,” Jutta
Williams, co-founder of Humane Intelligence,
said of Al employee surveillance technology in
general. She added, “This is treating people like
inventory in a way I’'ve not seen.”

https://www.cnbc.com/2024/02/09/ai-might-be-reading-
your-slack-teams-messages-using-tech-from-aware.html




2. How human behavior is influenced by technology

Linked Y]
Produces
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Juhani Merilehto
Technology influences

Doctoral Researcher | MSc. Student in Cyber Security |
e Organizational Cognition | Generalist | Technologist |
Analyst
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. Individuals shape their
- experiences with technology

JAMK University of Applied
. Sciences
University of V:




2. How human behavior is influenced by technology

° 0, s
l: l fa -> -—
Llnkedm Articles People Learning Jobs

Should | use this platform?
How do others see me?

How do | identify myself?

1 1 JAMK University of Applied
Juhani Merilehto RIS Unibsssity’ of Apitia
Sciences
Doctoral Researcher | MSc. Student in Cyber Security |

Organizational Cognition | Generalist | Technologist | University of Vaasa

Analyst
Jyvaskyld, Central Finland, Finland - Contact Info

1K followers - 500+ connections

| know my interactions CiD
{ 4 See your mutual connections

are visible / recorded P
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3. How human psychological states are affected by different

technologies

(&) You

Y Break up With a text_ ~ I'mfeeling sad today. Can you cheer my up by listing all the basic emotions?
message or by calling? CharceT

I'm sorry to hear you're feeling down today. Let's explore the basic emotions together—
recognizing and understanding our emotions can often be the first step toward feeling

() Se n d i n g a n e m a i l O r a better. The psychologist Paul Ekman identifiet b emotions that are universal

acrass human cultures:

Te a m S L m e S S a ge? 1. Happiness - A feeling of joy, contentment, and well-being. It's what we all strive to find

and maintain.
2 Sadness - A natural emotional response to experiences of loss, disappointment, or

] G O O g l e O r a S k f rO m dissatisfaction. It's a necessary emotion that allows for reflection and healing.

3. Fear - An emotion triggered by perceived danger or threat, which can be real or
C h a t G PT’) imagined. It's a fundamental survival mechanism.
° 4. Disgust - A strong feeling of aversion or disapproval, often in response to something
unpleasant or offensive.
. Anger - A response to perceived mistreatment, injustice, or frustration. It can

mativate us to address wrongs or assert boundaries.

5. Surprise - A brief emotional state that results from experiencing something

©

unexpected. It can be pleasant, unpleasant, or neutral.

X & @ Remember, it's completely normal to experience a range of emotions, and
Like Comment acknowledging them is a healthy part of emotional well-being. If you'd like, | can share
more on how to navigate through these emotions or suggest activities that might help

F 3 lift your spirits.
I. 292 impressions ’ P

Share Save



4. How can technologies be developed to best suit human

needs and desires

* User Experience Design

...or Life-Based Design?

...Is business
Are you managing information

business managing you?
information or...

Hassenzahl, M. (2013). User experience and experience design.
The encyclopedia of human-computer interaction, 2, 1-14.

Leikas, J. (2009). Life-based design: a holistic approach to
designing human-technology interaction. VTT Technical
Research Centre of Finland.

Saariluoma, P., Canas, J. J., & Leikas, J. (2016). Life-based
design. Designing for Life: A Human Perspective on Technology
Development, 171-206.






Case example: Jezz Bezos meetings

2

PowerPoint slideshow 6-page memo
Presentation Data oriented
oriented
* Presenter + Slideshow * Enforces same information for everyone
* Easyto sell and hide details * Uninterrupted information processing

* Process constraint * Emotional satisfaction (writer)



Recap & Tip

1. How people interact with others by
utilizing technology
Business Information Management;

International Business; Thesis; Essay;
2. How human behavior is influenced by Article: Own business: Work etc.

technology

3. How human psychological states are
affected by different technologies

4. How can technologies be developed to
best suit human needs and desires

Kirwan, 2016, p. 4-5
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Cybersecurity”

Cyber represents technology, humans,
and the environment they interact;
Cybersecurity is the security aspect of it

(Patterson, 2019)

*Evolution of Computer security;
overlaps with IT security



Why you NEED to know Cybersecurity

* Mission critical for any
business

* Everyone is responsible — not
just Cyber-professionals

* There will only be more of data,
devices, and connections




Threat landscape

Malware Social

; ) Information
8 % Engineering Manipulation
8% 5%

Web Threats

—

3%

\ Supply Chain

Attack
2%

IBM X-Force: 41 % of all
incidents had Phishing as
initial attack vector (2022).

Zero Day

2%

Enisa, 2023



IBM X-Force: 41 % of all incidents had
Phishing as initial attack vector (2022).

Phishing - manipulation for: Spear-phishing
* Sensitive information * Specific, usually high-value target
* Access to systems and services * Tailored phishing

* To trigger the user to perform action ¢ Conducted with gathered data
that the attacker wants about the target

Business Email Compromise (BEC) cost $2,8 Billion

to US Businesses in 2023




Trends to watch — Generative Al

* Social engineering increased
135 % the month following the
adoption of ChatGPT*

* Deepfakes are now near-
perfect — wide adoption is
expected this year (2024)

*Darktrace, 2023



Company out $35M after
scammers stage video call with

Deepfakes are now near-perfect —wide — EEZUTLRERyee

By Kathryn Mannie - Global News

adoption is expected this year (2024) W) sz

What was the Cyber Kill Chain?

Photo illustration of an Al-generated face being used in a video call.
Tero Vesalainen/Getty Images

S [ fe 5

A multinational firm in Hong Kong is out 200 million

\ Hong Kong dollars (around $34.5 million Canadian)
after a financial worker at the company was targeted
m by scammers using artificial intelligence, culminating
in a phony video conference call with numerous
deepfake colleagues.

Police discussed details of the incident, without
naming the company or worker involved, during a press

conference in order to warn the public about the novel

https://globalnews.ca/news/10273167/deepfake- scam.
scam-cfo-coworkers-video-call-hong-kong-ai/




What was the Cyber Kill Chain?

@,

1. Reconnaissance

|ldentifying key
personnel, gathered
public videos and
audio.

2. Weaponization

Using material to
create deepfake
videos to mimic co-
workers.

2

»

4. Exploitation 5. Actions on Objectives

3. Delivery

Money is transferred
to attacker’s
accounts

Deepfakes used to
convince target:
Exploiting trust

First vector:
Phishing email!

Second vector:
video conference.

https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html



Zero Trust Model

Verify explicitly Use least privilege Assume breach
dCCesSS
>MUlti'FaCt0r >Just_in_Time access >Data alwayS
Authentication encrypted
»Service-Data
»Password manager separation »Inside network
monitoring
»Minimize ways to >Role-based access
login »\erify actions

How does this work against deepfake social
engineering?



Recap & Tip

Number 1. threat is Phishing

Trend: GPT / Deepfake -> Social
Engineering

Zero Trust Model

Global lack of Cyber-skills

Business Information Management;
International Business; Thesis; Essay;
Article; Own business; Work etc.

Kirwan, 2016, p. 4-5



|G e
| Juhani Merilehto
| merilehto@pm.me




References

* Darktrace. (2023). Press release 2023-03-04. https://ir.darktrace.com/press-
releases/2023/4/3/8b2d6ba25d9d54a1895956a985fe4a7d08d9f42607a112fb17964e4b57fad7d6

* ENISA. (2023). ENISA threat landscape report 2023. European Union Agency for Cybersecurity. DOI: 10.2824/782573
* Hassenzahl, M. (2013). User experience and experience design. The encyclopedia of human-computer interaction, 2, 1-14.

* Leikas, J. (2009). Life-based design: a holistic approach to designing human-technology interaction. VTT Technical Research
Centre of Finland.

* Saariluoma, P., Canas, J. J., & Leikas, J. (2016). Life-based design. Designing for Life: A Human Perspective on Technology
Development, 171-206.

* Patterson, W. (2019). What is Cyberseurity. Patterson, W., & Winston-Proctor, C. E. (2019). Behavioral Cybersecurity:
Applications of Personality Psychology and Computer Science. CRC Press.



	Slide 1: Cyberpsychology and Cybersecurity
	Slide 2: Juhani Merilehto
	Slide 3: Structure and content
	Slide 4: Cyberpsychology
	Slide 5: Four streams of cyberpsychology
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12: Case example: Jeff Bezos meetings
	Slide 13: Case example: Jezz Bezos meetings
	Slide 14: Recap & Tip
	Slide 15
	Slide 16: Cybersecurity*
	Slide 17: Why you NEED to know Cybersecurity
	Slide 18: Threat landscape
	Slide 19
	Slide 20: Trends to watch – Generative AI
	Slide 21
	Slide 22
	Slide 23: Zero Trust Model
	Slide 24: Recap & Tip
	Slide 25: Thank you!
	Slide 26: References

